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Introduction

Intel® Active Management Technology (Intel® AMT) is a hardware-
based solution that uses out-of-band communication for basic
management of client systems. Even with a crashed hard drive, a
locked operating system, or if a system is turned off, access is still
available to perform basic system management tasks.

This guide contains basic Intel AMT configuration instructions and
information on using a web browser to access an Intel AMT client
system. Additional advanced features of Intel AMT are available
through software from vendors that support this new management
technology For a list of software vendors that support the advanced
features of Intel AMT, please see
http://www.intel.com/technology/manage/iamt/

Intel® AMT Basic Functions

A web browser can be used to perform basic management tasks on Intel
AMT client systems. The web server built into Intel AMT enables
administrators to:

e View the system status.
e View the hardware installed in the system.
e View, start/stop, and clean the Intel AMT event log.

e  Remotely power the computer on or off (when enabled in the client
system BIOS).

e View and manage Intel AMT network parameters.
e View and manage Intel AMT user accounts.

System Requirements

Client System

The client system must be a computer with Inte]® PRO Network
Connections that includes Intel Active Management Technology. The
operating system loaded on the client system does not matter.

Console System

The console system (i.e., the system used to access the Intel AMT client
system) must have one of the following web browsers installed:

e  Microsoft* Internet Explorer 6 SP1 or newer
e Netscape* Navigator 7.1 or newer
e  Mozilla* Firefox* 1.0 or newer

e  Mozilla Mozilla* 1.7 or newer
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Configuring an Intel AMT Client System for the
First Time

Before configuring the client system, have the following information
available to configure Intel AMT properly:

A computer name

In Microsoft Windows*, right-click My Computer, click
Properties, and click the Computer Name tab.
Terminal Communication Protocol / Internet Protocol (TCP/IP)
settings
In Windows, open the Control Panel, open Network
Connections, and right click the connection and click
Properties. Click TCP/IP and click Properties.

Virtual Local Area Network (VLAN) settings.
If a VLAN is set up, the VLAN ID will be needed.

Intel AMT BIOS Extension Settings

1.

To enter the Intel AMT BIOS Extension Menu, power on the
computer and press CTRL-P when prompted, or enter system BIOS
by pressing <F2> and go to the Management Configuration area
located in the Advanced menu, and enable the ENTER AMT BX
SETUP switch. Save and exit BIOS and restart the system.

System Setu
B Advanced I

Management Configuration Allows AMT BIOS

ASF Support <Enable>
Enter AMT BX Setup

Extension Setup entry
to be entered on next
invocation

Disable
Enable
——

11 =Select Item
Enter=Change Settings
Esc=Discard Changes

Figure 1. Management Configuration Menu in BIOS
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This displays the Intel AMT BIOS Extension Menu.

Intel(R) Active Management Technology BIOS Extension v0.9.0.0000
Copyright(C) 2003-05 Intel Corporation. All Rights Reserved.

[ MENU ]

. Change Password
. Host Name
TCP/IP
. Provisioning Server
. Provision Model
. Un-Provision
. VLAN
. SOL/IDE-R

Administrator password

[ESC]=Exit [ENTER]=Submit

Figure 2. Intel AMT BIOS Extension Menu

2. Enter “admin” for the Administrator password.

Select Change Password from the Menu and enter the new
Administrator password. As a security precaution, the client system
will not be accessible over from the network until the default
Administrator password has been changed.

A CAUTION

All passwords associated with the Intel Active Management Technology
are NOT RECOVERABLE and cannot be reset without the original text.
Both the user name and password are case sensitive. Make sure to note
any capitalization changes in either field when defining or changing them.

The system owner should document the new Administrator password,
store it in a secured location (a vault, safe deposit box, or off-site storage),
and have it available for future use. This document should be updated
after any password change is made.

NOTE

Administrator passwords must be between 8 and 32 characters long, have
at least one upper case character, one lower case character, one number,
and a special character (for example: !, @, #, $, %, /, &, *).
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Select Host Name from the menu and type in the name for the Intel
AMT client system. If Dynamic Host Configuration Protocol
(DHCP) is going to be used to assign the TCP/IP Address, then the
Host Name for the Intel AMT client should be the same name as the
computer name defined in the operating system. Intel AMT may
automatically change its Host Name to match the Microsoft
Windows computer name if DHCP is enabled.

If Intel AMT is implemented with a static IP address, then the
unique Intel AMT Host Name must be different from the computer
name defined in the operating system.

Select TCP/IP from the menu to enable or disable DHCP. By
default, DHCP is enabled. If DHCP is disabled, enter the following
TCP/IP settings for Intel AMT:

e  Static TCP/IP address: (Both the TCP/IP address and Host
Name must be different that those configured for the operating
system).

e  Subnet mask

e Default Gateway address (optional)

e  Preferred Domain Naming Services (DNS) server address
(optional)

e  Alternate DNS server address (optional)

¢ Domain name (optional)

Select Provision Model from the menu and choose Small Business.
Note that the Enterprise provisioning is selected by default..

e The Small Business setting indicates that Intel AMT will be
locally configured for this system.

e The Enterprise setting indicates that Intel AMT will be
configured by an external provisioning server within the local
enterprise.

Select VLAN from the menu to enable or disable VLANSs. This

setting must match the VLAN settings configured in the operating
system.

The SOL/IDE-R menu allows Serial Over LAN (SOL) and IDE
Redirect (IDE-R) features to be individually enabled or disabled.
Both items are enabled by default.

Select Exit to quit the Intel AMT BIOS Extension and allow the
operating system load.
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Using the Intel AMT Web Browser Interface

Logging In From a Remote Console

1. On the remote console, open a web browser and enter the client
computer name or IP address, and the port number.

e  Use the following, if the network can resolve the client system
host name to a TCP/IP address: http://host_name:16992
Example: http://TestSystem:16992

e  Use the following if a static TCP/IP address is defined for the
Intel AMT client system: http://ip_address:16992
Example: http://192.168.1.7:16992

Enter,Network Password

> This secure Web Site [at 192.168.1.7] requires you to log on.

Please type the User Name and Password that you use for Intel(R)
AMT [ID:9299DA10-6DCD-D911-B611-000C6E0802BC].

User Name  admin v

Password

Save this password in your password list

OK | Cancel

Figure 3. Intel AMT Web Login Dialog

2. To Login as an Intel AMT administrator, use “admin” for the User
Name and use the password that was set in the Intel AMT BIOS
Extension when Intel AMT was first configured.

NOTE

Both the user name and password are case sensitive. Make sure to note
any capitalization changes in either field when defining or changing them.

The web browser shows the current status of the computer. The
computer host name is shown in the top banner.
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Using the Intel AMT Web pages
Click the links on the left to access the Intel AMT information pages.

Event Settings The padlock icon indicates areas where the
Remote Boot current Intel AMT user does not have

:::::';?Eﬁﬁgt':g: B sufficient rights to view.

If an attempt is made to access an area
where the Intel AMT user doesn’t have
sufficient rights, the browser will display a
login dialog box. If another Intel AMT user
account that has sufficient rights is used to
login, the browser will then display the
page. To update the display of the padlock
icons, click the browser's refresh button.

System Status Page

This page displays the power state, IP address, and other basic system
information.

System Status

® Power Off

O IP adress 192.168.1.7

@ System ID 9299DA10-6DCD-D911-B611-000C6E0802BC
@ Date 8.16.2005

O Time 1:42:12pm

Copyright ' 2005, Intel Corp. Intel ‘Active Management Technology firmware version: 1.1.33

Figure 4. Intel AMT System Status Screen
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Hardware Pages

These pages display information about the hardware installed in the
computer. Intel AMT gets this information from the client system’s
BIOS. Hardware changes will not be shown until after the client system
is rebooted.

System Information

Computer model

Manufacturer

Version

Serial number

System ID 9299DA10-6DCD-D911-B611-000C6E0802BC
Baseboard

Manufacturer Intel Corporation

Product name D945GTP

Version AAC97837-203

Serial number BQTP52201333

Asset tag Base Board Asset Tag

Replaceable? Yes
BIOS

Vendor Intel Corp.

Version NT94510J86A.1042.2005.0513.1523
Release date 05/13/2005

Supported functions

PCI, Upgradeable, Shadowing is allowed, Boot from CD,
Selectable boot, EDD spec, 8042 keyboard services,
Serial services, Printer services, CGA/Mono video services

Figure 5. Intel AMT System Information Screen
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Event Log Page

This page displays the Intel AMT Event Log. The options at the bottom
of the page can be used to stop and start the Event Log and clear all
events from the log.

Event Log

Event Time Source Description

Options

{ Stop Logging N Clear Log ]

Figure 6. Intel AMT Event Log Screen
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Remote Boot Page

The Remote Boot page can be used to power cycle the client system,
reset it, and power the system on or off. Boot options for the Intel AMT
client system can also be specified.

NOTE
The options available on this page depend on the abilities of the client
system.

A CAUTION

These commands may cause data loss. They go directly to the system
hardware and do not cause the operating system to shutdown gracefully.

Remote Boot

Power state: On
Send a command to this computer:

(O Turn power off

Select a boot option:
© Turn power on Normal boot
(O Cycle power off and on
O Reset

Send Command

Figure 7. Intel AMT Remote Boot Screen
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Network Settings Page

The Network Settings page can be used to change the Intel AMT
network settings made on the client system.

Network Settings

Configure the network settings used for Intel® Active Management Technology.
Computer host name: testsystem1

(O Obtain IP address automatically

(® Use these settings:
IP address: 192.168.1.7
Subnet mask: 255.255.255.0
Gateway address: 192.168.1.1

Domain name:

Preferred DNS address: 192.168.1.1
Alternate DNS address:

Respond to ping

[] Use tagged VLAN
VLAN ID:

Figure 8. Intel AMT Network Settings Screen
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Host Name: The Host Name is a name that can used to browse to this
computer. In DHCP mode, use the same name as the one set in the
operating system. In static I[P mode, use a name different from the one
set in the operating system.

After changing the host name, click the Refresh button in the web
browser to update the name in the banner at the top of the page

Obtain IP address automatically: Intel AMT can automatically obtain
an IP address from a DHCP server. If the DHCP option is selected,
make sure the operating system is also set up for DHCP, and it is
recommended that the network have a Domain Naming Services (DNS)
server that can resolve the name.

Use these settings: Intel AMT will use the specified TCP/IP settings.

Preferred and Alternate DNS addresses: Specify the address of the
DNS server that will resolve the computer host name.

Respond to ping: Configures Intel AMT to respond to an IP ping. In
static IP mode, Intel AMT always responds to a ping. In DHCP mode,
Intel AMT will only respond to a ping when the operating system is
down.

Use tagged VLAN: This option is used to confine network traffic to a
VLAN. The VLAN ID range is 1-4094. VLAN ID 1 is often reserved.
Check the network switch documentation for details.
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User Accounts Page

Select User Accounts to change admin name and password used to
access the Intel AMT configuration screen and web interface on the
client system.

A CAUTION

All passwords associated with the Intel Active Management Technology
are NOT RECOVERABLE and cannot be reset without the original text.
Both the user name and password are case sensitive. Make sure to note
any capitalization changes in either field when defining or changing them.

The system owner should document the new Administrator password,
store it in a secured location (a vault, safe deposit box, or off-site storage),
and have it available for future use. This document should be updated
after any password change is made.

User accounts can also be setup with limited access rights. If access is
limited, then that user will see a padlock icon on the links to the pages
that the account cannot access.

User Accounts

Grant access to this computer for Intel® Active Management Technology.

User names:

[ New ... ][Change ][ Remove ]

Administrator Accounts

Change the Intel® Active Management administrator account for this computer.

[ Change Admin ... J

Figure 9. Intel AMT User Accounts Screen
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Troubleshooting

I can ping the client system, but cannot connect using a
web browser

e  Make sure you changed the client system’s default Administrator
password in the Intel AMT BIOS.

e  Make sure you are using a valid user name and password.

e  Make sure that you are connecting to the correct http interface (http,
not https) and the correct port (16992).

After the OS loads, | can't connect to the client system

If you have installed the correct base driver and are working in DHCP
mode, try to manually renew the DHCP lease.

The client system is not reachable over the network

If the OS is up, make sure that the DHCP/Static IP settings of Intel
AMT and the OS driver are compatible. For example, if the driver is
configured to DHCP and Intel AMT to use a static IP, then the Intel
AMT device is in effect isolated from the network.

Login fails after a successful login

If the link is followed by a padlock icon, the user account you are using
does not have rights to access this page. You must log in using an
account with sufficient rights.

Intel Active Management Technology Quick Reference 15



16

Intel Active Management Technology Quick Reference



	Introduction
	Intel® AMT Basic Functions
	System Requirements
	Client System
	Console System


	Configuring an Intel AMT Client System for the First Time
	Intel AMT BIOS Extension Settings

	Using the Intel AMT Web Browser Interface
	Logging In From a Remote Console
	Using the Intel AMT Web pages
	System Status Page
	Hardware Pages
	Event Log Page
	Remote Boot Page
	Network Settings Page
	User Accounts Page

	Troubleshooting


<<
  /ASCII85EncodePages false
  /AllowTransparency false
  /AutoPositionEPSFiles false
  /AutoRotatePages /PageByPage
  /Binding /Left
  /CalGrayProfile (Dot Gain 20%)
  /CalRGBProfile (sRGB IEC61966-2.1)
  /CalCMYKProfile (U.S. Web Coated \050SWOP\051 v2)
  /sRGBProfile (sRGB IEC61966-2.1)
  /CannotEmbedFontPolicy /Warning
  /CompatibilityLevel 1.4
  /CompressObjects /Off
  /CompressPages true
  /ConvertImagesToIndexed true
  /PassThroughJPEGImages true
  /CreateJDFFile false
  /CreateJobTicket false
  /DefaultRenderingIntent /Default
  /DetectBlends true
  /ColorConversionStrategy /LeaveColorUnchanged
  /DoThumbnails false
  /EmbedAllFonts true
  /EmbedJobOptions true
  /DSCReportingLevel 0
  /EmitDSCWarnings false
  /EndPage -1
  /ImageMemory 1048576
  /LockDistillerParams true
  /MaxSubsetPct 100
  /Optimize false
  /OPM 1
  /ParseDSCComments true
  /ParseDSCCommentsForDocInfo true
  /PreserveCopyPage true
  /PreserveEPSInfo true
  /PreserveHalftoneInfo false
  /PreserveOPIComments false
  /PreserveOverprintSettings true
  /StartPage 1
  /SubsetFonts true
  /TransferFunctionInfo /Apply
  /UCRandBGInfo /Preserve
  /UsePrologue false
  /ColorSettingsFile ()
  /AlwaysEmbed [ true
    /Arial-Black
    /Arial-BlackItalic
    /Arial-BoldItalicMT
    /Arial-BoldMT
    /Arial-ItalicMT
    /ArialMT
    /ArialNarrow
    /ArialNarrow-Bold
    /ArialNarrow-BoldItalic
    /ArialNarrow-Italic
    /ArialUnicodeMS
  ]
  /NeverEmbed [ true
  ]
  /AntiAliasColorImages false
  /DownsampleColorImages true
  /ColorImageDownsampleType /Bicubic
  /ColorImageResolution 300
  /ColorImageDepth -1
  /ColorImageDownsampleThreshold 1.50000
  /EncodeColorImages true
  /ColorImageFilter /DCTEncode
  /AutoFilterColorImages true
  /ColorImageAutoFilterStrategy /JPEG
  /ColorACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /ColorImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000ColorACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000ColorImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasGrayImages false
  /DownsampleGrayImages true
  /GrayImageDownsampleType /Bicubic
  /GrayImageResolution 300
  /GrayImageDepth -1
  /GrayImageDownsampleThreshold 1.50000
  /EncodeGrayImages true
  /GrayImageFilter /DCTEncode
  /AutoFilterGrayImages true
  /GrayImageAutoFilterStrategy /JPEG
  /GrayACSImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /GrayImageDict <<
    /QFactor 0.15
    /HSamples [1 1 1 1] /VSamples [1 1 1 1]
  >>
  /JPEG2000GrayACSImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /JPEG2000GrayImageDict <<
    /TileWidth 256
    /TileHeight 256
    /Quality 30
  >>
  /AntiAliasMonoImages false
  /DownsampleMonoImages true
  /MonoImageDownsampleType /Bicubic
  /MonoImageResolution 1200
  /MonoImageDepth -1
  /MonoImageDownsampleThreshold 1.50000
  /EncodeMonoImages true
  /MonoImageFilter /CCITTFaxEncode
  /MonoImageDict <<
    /K -1
  >>
  /AllowPSXObjects false
  /PDFX1aCheck false
  /PDFX3Check false
  /PDFXCompliantPDFOnly false
  /PDFXNoTrimBoxError true
  /PDFXTrimBoxToMediaBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXSetBleedBoxToMediaBox true
  /PDFXBleedBoxToTrimBoxOffset [
    0.00000
    0.00000
    0.00000
    0.00000
  ]
  /PDFXOutputIntentProfile ()
  /PDFXOutputCondition ()
  /PDFXRegistryName (http://www.color.org)
  /PDFXTrapped /Unknown

  /Description <<
    /JPN <FEFF3053306e8a2d5b9a306f30019ad889e350cf5ea6753b50cf3092542b308030d730ea30d730ec30b9537052377528306e00200050004400460020658766f830924f5c62103059308b3068304d306b4f7f75283057307e305930023053306e8a2d5b9a30674f5c62103057305f00200050004400460020658766f8306f0020004100630072006f0062006100740020304a30883073002000520065006100640065007200200035002e003000204ee5964d30678868793a3067304d307e305930023053306e8a2d5b9a306b306f30d530a930f330c8306e57cb30818fbc307f304c5fc59808306730593002>
    /FRA <>
    /DEU <>
    /PTB <>
    /DAN <>
    /NLD <>
    /ESP <>
    /SUO <>
    /ITA <>
    /NOR <>
    /SVE <>
    /ENU <>
  >>
>> setdistillerparams
<<
  /HWResolution [600 600]
  /PageSize [612.000 792.000]
>> setpagedevice


