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A Zero-Admin solution for Access providers.
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Introduction
There exists a growing problem today in the access service business whereby it is becoming expected that along with the flat rate Internet access offering, users should also be provided with space to host their personal web pages (PWP).  This in itself adds no additional revenue opportunity to the access service provider but rather adds incremental costs to the access provider's operations.  In many cases to stay competitive, including this service with the basic access offering is a requirement.  In the past, because hosting service offerings were most often an additional charge item and the number of users [companies] requesting the ability to upload data via the hosting services was of an order magnitude lower than PWP services, the administrative burden and associated administrative costs were not an issue. This hosting solution did not have to take into account huge volumes of users and a zero revenue based model, so the need for a low cost administrative option was not necessary.

Please note that the PWP hosting service kit and the applications provided with this kit were  not designed to be production quality. The intention of the kit is to serve as an example of how to develop a PWP service for IIS 4.0. When using this kit, you are using it at your own risk and that Microsoft does not directly support this kit.  It is recommended that you use the code and examples in this kit as a base on which to create procedures and executables that meet your specific requirements. Source Code is included with this kit so that users of the PWP kit can modify the capabilities of the kit to more closely meet their needs. 

With the growing number of access subscribers that expect and want to make use of a personal web page hosting service, there is a need arising for a low maintenance, low cost and high volume capable PWP hosting solution. To create this solution a rebuild of the way the hosting infrastructures are operated is required because the existing hosting service solutions break from an operational and cost perspective as the number of users grow.  Many of the current attempts to support a PWP service utilize the same infrastructure that has been used to support customers purchasing hosting services priced in the $40 - $200 - $2000 range.  These service offerings are usually supported via a “hands on” type of provisioning and management of the service that very quickly becomes too expensive an approach for serving the needs of a PWP service. One of the key differences often forgotten when looking at high end hosting and the much lower end PWP offerings is the volumes of content allowed and the level of service/performance guaranteed by the service provider.  

In order for a competitive PWP service to be feasible it needs to provide a very automated and low cost method for rejecting or accepting an access subscriber's content submissions.  The preferred PWP service solution must come as close as possible to running with virtually no administrative effort except for what is involved in the initial setup.  It is essential that the features required to provide a competitive PWP service need to have the items listed in the “PWP Checklist” section.

PWP Checklist

1. Authenticate - Ensure that the submission is from a currently valid access subscriber.

2. Control Upload Size - Ensure the total size of the content upload is within the range of the maximum allowable content posting size set by the PWP administrator.

3. Submit user PWP content to a hashed directory - Calculate and place the users PWP folder in a hashed directory structure to ensure that the file system can scale easily as the number of subscribers that take advantage the PWP service grows to 100k, 1mill, etc. 

4. Process postings without requiring manual user directory setups. The function mentioned in item 3 automatically creates a directory structure for posting content without manual intervention.

5. Process postings without requiring manual ACL setups - this ensures there is no management or operational overhead to deal with the volume of users that will leverage this type of service offering. This is important as setting access permissions to large amounts of files and directories can be a huge administrative burden.

6. Provide an HTML UI for end users tasks -

· perusing a list of published subscribers

· creating simple PWP content without requiring the user to be HTML savvy

· submitting initial PWP content and/or updates

· requesting a copy of currently posted PWP content

· requesting a deletion of currently posted PWP content

7. Zero admin hands free operation of the service - Overall the service must be administratively inexpensive and easy to operate since this is for the most part a zero revenue service offering.

Existing Services

The existing hosting service solutions that allow users to upload files are services such as FTP, FrontPage extensions or other similar types of CGI/ISAPI extensions and more recently HTTP File Upload (RFC 1867).  We will first take at look first at what the inherent flaws are with using these existing solutions in providing a PWP service and then look at the proposed service that is being offered for operating a PWP service.

FTP

The main issue with FTP is that every user requires their own personal directory protected by Access Control Lists (ACLs).  As the number of users grow the volume of personal directory nodes (i.e. 100k+) and the security descriptor entries/ACLs necessary to control and protect updates to each of them becomes a cumbersome and expensive task to create and mange. FTP works very well for hosting offerings rather than PWP offerings since these operational issues are expected to be significantly smaller in magnitude due the hosting customers volume on a per ISP basis (i.e. <20-60k).  Also, the hosting provider charges a substantial amount of money for hosting services and can thus afford to dedicate the necessary personal to administer the hosting solution.  If the access permissions are not set correctly for the FTP users, there is the possibility that malicious users can access other users directories and access the files contained in those directories.

Another other issue with FTP is that one needs to assume that the PWP user is less technical and less likely to be capable or willing to learn how to use FTP. In this instance, leveraging FTP as an upload model increases the technology hurdle involved for users to make use of your PWP service.  This has been what has kept usage rates low for many FTP based PWP offerings to date.  

Tools like the Microsoft Web Publishing Wizard 1.5+ and FrontPage client reduce this technology hurdle but the issue then becomes that these tools are not available on all of the platforms that can be expected to be used by potential subscribers.  The lack of ubiquitous platform support limits its effectiveness in dealing with this UI issue. 

FTP Service checklist

1. Authenticate - Yes

2. Control Upload Size - No

3. Submit user PWP content to a hashed directory - No

4. Process postings without requiring ACL setups – No

5. Process postings without requiring manual user content directory setups – No

6. Provide HTML UI for end user tasks - No

7. Zero admin hands free operation of the service - No

HTTP File Upload

HTTP File Upload (RFC 1867) is affected by the same operational issues as were discussed for FTP above, the only difference being the protocol used and basic UI for pushing the content up to the server.

The UI for submissions is much different than FTP, which removes the technology hurdles an access subscriber must overcome to use this service for posting PWP content.  Since HTTP File Upload can be provided via an web browser that is HTTP 1.1 compliant, then it provides a ubiquitous client support model for removing the technology issues that might otherwise keep users from taking advantage of this service.  Browsers compliant with HTTP 1.1 include Navigator 2.0, Navigator Communicator, Internet Explorer 3.0, and Internet Explorer 40.  The ease of use makes HTTP File upload much more appealing and accessible to the average access subscriber than FTP.  It's problems lie only in its lack of "out-of-the-box" customization for use as a PWP service solution.  The weak points of HTTP File Upload are noted in the following checklist.

HTTP File Upload Service checklist

1. Authenticate - Yes

2. Control Upload Size - No

3. Submit user PWP content to a hashed directory - No

4. Process postings without requiring ACL setups – No

5. Process postings without requiring manual user content directory setups – No

6. Provide HTML UI for end user tasks - Yes (not a complete PWP service UI)

7. Zero admin hands free operation of the service - Yes (if not using for PWP)

Microsoft’s Internet Customer Unit’s (ICU) PWP Service Solution

The proposed ICU PWP solution is based on taking the promising start of HTTP File Upload (RFC 1867) to handle the job and then wrapping it with the necessary custom ASP and post processing services to make it fit more closely the needs of a PWP service. Implementation consists of a simple HTML UI submission of content via the HTTP File Upload functionality to a temporary upload directory and then post processing this submission on the users’ behalf to match the service’s security and administrative needs.

Software Requirements

Currently the PWP solution  can run on a single server running the following software. Please note that PWP REQUIRES this software: 

· Microsoft Windows NT Option Pack - Microsoft Internet Information Server (IIS) version 4 

· Microsoft Windows NT Option Pack - Site Server Express 2.0 Posting Acceptor 

· Microsoft Windows NT Option Pack – SMTP Service with its’ Collaborative Data Objects

· Microsoft Windows NT Server - NTFS file system so that Access Control Lists can be enforced. PWP can run on a disk formatted with the FAT file system but it is highly recommended that PWP solution only be installed on an NTFS formatted drive due to security settings on the PWP system files and directories.

· Please note that the PWP solution will NOT work on Microsoft Internet Information Server version 3 (IIS3) 
The Microsoft Windows NT Option Pack is currently available at no charge via a download located on http://www.microsoft.com/iis.  

PWP Service Solution Description

In addition to the basic shrink-wrap packaged software mentioned in the software requirements section (Microsoft Windows NT Option Pack, etc.), the PWP solution will require a number of ASP pages and a number of dynamic link libraries (DLL’s). These software components are installed as part of PWP’s setup process. These components and ASP pages are what will be used to tailor the behavior of these shrink-wrapped products to solve the problem of providing a zero-admin PWP service for access subscribers. It is estimated that, a single server outfitted with 10 - 20GB of storage should  handle app. 100k+ access subscribers PWP's and app. 10 of these systems outfitted with 100GB of storage each should handle 1mill+ access subscribers. Please note that these are rough estimates and the configuration requirements for this service will vary depending upon how much resources are offered to a service’s subscribers. The InetLoad performance testing tool and associated test scripts can be used to run one of these setups through its paces to see how it will perform in your environment.   The current estimate for a version of this service that is suitable for a PWP pilot is sometime during in the first few weeks of January.  It will be available for download on http://www.microsoft.com/ISN/techcenter.

Reviewing what is offered on Content Provider sites who offer Personal Web Page hosting services it's worth noting that from an infrastructure standpoint, the PWP service will allow for the provisioning and back end service creation of the exact same type of offering. The difference is that the ICU PWP solution does not prove the HTML user interface that displays the cities/suburbs/lots for accessing pre-published personal web pages.  The PWP service provides a much simpler alphabetical search function via an HTML UI.  If a service provider wanted to offer a more sophisticated user interface to the PWP service, such as a cities/suburbs/lots paradigm, than the search UI provided with the PWP solution could be easily enhanced to provide whatever type of HTML UI that would best suite your PWP offering.

The flow of how PWP content uploads and maintenance would happen is outlined as follows:

1. User creates their content and submits it using an HTTP File Upload HTML page.  This content can be created using samples provided by the access provider, documentation explicitly guiding new HTML authors through the customization process, or by using some of the no charge HTML authoring tools available on the net such as those provided with installations of browsers (i.e. FrontPage Express product provided with IE4.0 installations).  Alternatively, there is provided a simple HTLM UI that will walk the non HTML savvy users through the process of creating simple PWP content upload on their behalf and then generate a user’s simple home via Active Server Pages (ASP) technology.

2. IIS4 Posting Acceptor service receives the upload and deposits it in a temporary upload directory.  After the content is received in the directory, the posting acceptor passes the details of the uploaded content to a post-processing ASP. The posting can be done either via an embedded ActiveX control (for ActiveX capable browsers -  this is the publishx.asp page) or by selecting individual files via a file selection “browse” button for non ActiveX capable browsers (this is the publishn.asp page). The PWP service detects if the user’s browser is ActiveX control capable, and then redirects to the relevant publishing page.

3. The post processing ASP (postProcess.asp) leverages the IcuPA post processing component to take the details of the content upload and perform the following processing on the upload based:

· Subscribers membership in the service providers security environment. If not reject the post and e-mail rejection notification to user.

· Does the total size of upload meet the predetermined threshold for size as set by the service provider. If not reject the post and e-mail rejection notification to user.

· Generate the hashed folder that the personal page's folder will reside under. Move the uploaded content to the hashed folder location. The PWP published folder is secured from writes so that users cannot post directly to a folder in the PWP published folder system on their own.  This is so that we can control what does and doesn't get posted during the post processing stage.  If you want to also impose access control lists (ACL's) on these published folders then this too can be supported.  By registering the IcuPA component as a package with MTS we are able to enable it to run under the security context of a userid (i.e. an admin serviceid) that has the necessary ACL entries to allow it to create, delete and move content from the temporary upload folder to the published folder area.

· Update an entry in the PWP publishedUsers table so that our PWP Search page will only display results and links for access subscribers that have currently published PWP content. 

The flow of how PWP pages maintain the uploaded data is outlined as follows:

1. The Search pages leverage the Active Data Objects (ADO) interface to select from the PWP database only current published access subscribers when displaying general and search result links.  

2. The User Self Maintenance and Administrator Maintenance pages leverage the FileSystem Object to manage published content, the SMTP services Collaborative Data Object (CDO) interface to email access subscribers their current content and the Active Data Object (ADO) services to manage their maximum allowable upload size.

By default, the PWP service does not enable scripts execution permission for the PWP Web. This area is  where users will host their personal web pages. The reason for this is to prevent the execution of malicious ASP scripts on the PWP service. However, there could be a class of users who need this capability. If this is the case, turning on the scripts permission (via the IIS management interfaces) for the PWP web will enable the running of user uploaded scripts. Please be aware that if user uploaded asp scripts are enabled to be run on an IIS installation, there is the potential for accidental or intentional harm to be inflicted on the server. 

ICU PWP Service checklist

1. Authenticate - Yes

2. Control Upload Size - Yes

3. Submit user PWP content to a hashed directory - Yes

4. Process postings without requiring ACL setups – Yes

5. Process postings without requiring manual user content directory setups – Yes

6. Provide HTML UI for end user tasks - Yes

7. Zero admin hands free operation of the service - Yes

User Client Browser Software Supported for Content Upload.

Microsoft Internet Explorer 3.0 (and newer versions) and Netscape 2.0 (and newer versions) work with the controls and ASP pages that make up the PWP service to upload content to the service's servers. The publish.asp files redirects the user to either publishx.asp (if the browser has the ability to run the active X upload control) or to publishn.asp (if the browser is not Active X Control capable, but has the ability to upload files using the file selection box and "browse" button). The following table lists the capability of the versions of the browsers when utilizing the PWP system to publish (i.e. "upload") content to the service.
· Navigator 2.0x + - file upload input boxes with browse button only. (publishn.asp).

· IE30x - file upload control only (publishx.asp).
· IE40x - file upload control by default (publishx.asp) or optionally the file upload input boxes with browse button (publishn.asp).
Unix Integration & Migration

Integration into existing Unix security environments can be achieved with this service.  Alternatively a seamless migration of an existing Unix security environment can be staged as well.  Here is an outline of how this will work.

Integration

An ISAPI Authentication filter will be applied to an IIS site that checks against existing /etc/passwd, shadow, group files using the Basic [clear/text] provided userid/pwd and if the userid exists and the pwd is correct then alters AUTH_USER, AUTH_PASSWORD setting to that of a known Wnt proxy user id.  The /etc/passwd, shadow, group files can be accessed using either a local copy or an NFS mounted drive.

Migration

An ISAPI Authentication filter will be applied to an IIS site that checks first against the new ADS security environment (i.e. Wnt40, Membership20, Wnt50) for the correct pwd and if this does not succeed it then checks against the Unix /etc/passwd, shadow files using the Basic [clear/text] captured userid/pwd and if the userid exists and the pwd is correct then it alters the corresponding pwd for the userid in the batch provisioned ADS security environment.  Once completed the same AUTH_USER, AUTH_PASSWORD values are returned which will process normally against the ADS environment.  On future visits (with required authentication) for this user we will then no longer bounce of the Unix security environment since this user will successfully authenticate against the new ADS security environment.  Eventually once all pwd have been captured and migrated the migration filter can be removed from the site.  The batch creation of userid, secret pwd, mailbox, etc. entries in the new ADS security environment will be driven via a tool that requires only read access to the existing /etc/passwd, shadow, group files in the Unix security environment. The /etc/passwd, shadow, group files can be accessed using either a local copy or an NFS mounted drive.

System Requirements

<100k 1 - 1x200Mhz CPU, 128MB RAM, 10GB Disk, 100BT

<1mill  10 - 1x200Mhz CPU, 128MB RAM, 100GB Disk, 100BT

The main reason for an increase in the number of servers as published number of access subscriber content grows is to distribute and manage the disk storage requirements and network throughput requirements.  See the PWP Calculator spreadsheet for making an estimate on the number of systems required to support your current access subscriber base.

Setup, Evaluate & Test Requirements

1. 1 x 200Mhz CPU, 64MB, 4GB, 10BT - Basic server system used to host data center service.

2. 1 x WntSrv40 - Operating system for server.

3. For full functionality ensure the volume where "InetPub" is installed has been formatted with NTFS.

4. 1 x NtOptionPack10 - This is a no charge package downloadable  from the http://www.microsoft.com/iis site.  This service requires the IIS4, MTS and SMTP/CDO services from this option pack.

5. 1 x ICU Personal Web Pages Service - This is a no charge package downloadable from the http://www.microsoft.com/isn/techcenter site.  It provides the service that runs on one of your PWP hosting servers and decides what to do with incoming content updates as well as producing the Index to the content that is currently available from your access subscriber community.

6. [Optional] 1 x SQL65 - For large deployments or ones where the additional flexibility of a full RDMS is desired this will provides the database table that tracks access subscribers with currently posted content.  By default this will be a Access97 database file from which you can migrate to the SQL65 based solution at a later date if you deem in necessary.  This PWP database structure is used by the Search.ASP page to dynamically produce the HTML UI PWP links and search results.

7. [Optional] 1 x Inetload20 - This is a no charge package downloadable from the http://www.microsoft.com site.  Used in conjunction with the pre-written load testing scripts provided as part of the ICU PWP service offering it will enable you to test you evaluation or pilot production system to see what its maximum capabilities will be for updates/sec and reads/sec.

Setup Routine

Launch the self-extracting download and answer the required information to complete the setup of the PWP service.  The following is a list of the directories that get created and files that get copied during setup.

1. <WINSYSDIR> = asycFilt.dll, comCat.dll, msvbvm50.dll, oleAut32.dll, olePro32.dll, stdOle2.tlb

2. <COMMONFOLDER> = icuAdo.dll, icuAds.dll, icuCdo.dll, icuIis4.dll, icuRegMta.dll

3. <PROGRAMFOLDER> = pwp.mdb, pwp.sql, postSetup.exe, license.txt, readme.txt, readme.htm

4. <WEBVDIR_PUBLISH> = default is the \Inetpub\pwpPublish directory and the  \Inetpub\pwpPublish pwpUpload  directory

5. <WEBVDIR_SERVICE > = *.asp , *.htm & cpshost.dll

6. <WEBVDIR_UPLOAD> = this is the staging folder for uploading user data

7. <WEBROOT> = global.asa (if DEBUGMODE global.asa option chosen)

Configuring the PWP Service's Web Site to use Windows NT's Domain Security:

The PWP server can be configured either as a standalone server that is not a member of a Windows NT Domain or as a member server of a Windows NT domain. 

The following table lists the location of the authentication database (i.e. the Windows NT SAM). for the following PWP server configurations:

· Standalone PWP Server (NOT a member of a Windows NT domain) - The PWP service's web site uses the local machine's authentication database.

· Standalone PWP Server (PWP a member of a Windows NT domain) - The PWP service's web site uses the Windows NT domain's authentication database. 

· PWP server installed on a Primary or Backup Domain controller - The PWP service's uses the Windows NT domain's authentication database. In the case of the PDC or BDC, the security database is installed locally on these controllers. Note that installing user accessible services on Primary or Backup Domain controllers is NOT a recommended configuration and it is recommended that the PWP services are not installed on a BDC or PDC.  This is  due to the potential  that a security breach on a domain controller has to compromise the security for an entire Windows NT domain.

Steps for configuration of a PWP Services Web site for use in a Windows NT domain:

By default, the PWP service's web site is setup to use the NT SAM of the server it is installed on. If you are installing the PWP services on an NT Server that is a member of a Windows NT domain and you want to utilize the domain's security, the PWP service needs to be specially configured. Here are the steps:

Steps for configuring an IIS 4.0 Web site to use a Windows NT Domain's  Security:

1. Start up the Internet Services Manager for IIS 4.0 - Start\Programs\Windows NT Option Pack\Microsoft Internet Information Server\Internet Service Manager.

2. Expand the Service listing for Internet Information Server and the machine for which the PWP web site is installed (click on the "+" symbols to do this).

3. Right click on the PWP Web in the IIS management console and select properties.

4. Choose the directory security tab, then click the edit button for "anonymous  access and authentication control".

5. Click the edit button for basic authentication and you are brought to the domain selection dialog box,  type in the Windows NT domain name that you want the PWP web site to use for authentication,  then click OK and keep clicking OK until you are brought back to the main MMC page. 

6. You will need to start and stop the entire IIS services  for this change to take effect. To do this, start the command console, and at the command prompt type in   "net stop iisadmin" and answer "Y" when asked if you want to shut down the Web services. When this completes, type in "net start w3svc" to restart the web server.

Configuring the PWP Service's Web Site to use Microsoft Site Server 3.0 as an Authentication Provider:

It is possible to configure the PWP service to work with Microsoft Site Server 3.0’s Personalization and Membership (P&M) Service as an Authentication Provider. There are a number of reasons for wanting to do this,  the most compelling of which is that P&M can scale to millions of users where NT 4.0’s SAM database has a limitation of approximately 40,000-50,000.

This section assumes you already have a running instance of Personalization and Membership (P&M) complete with a configured instance of the Microsoft Directory Manager (MDM) accessible in the Microsoft Management Console (MMC). It is beyond the scope of this documentation to discuss the setting up of P&M. Please consult Microsoft Site Server’s Personalization & Membership’s Installation and Operations Guide for more comprehensive information. In formation on Site Server is available on the web at http://www.microsoft.com/siteserver/intranet/default.asp . 

This section also assumes that you have PWP already installed on a machine that is configured as a standalone server.

In the environment used to build the PWP installation described in the steps below, please note that the P&M/MDM configuration on the machine used had the P&M LDAP instance running on port 389:

Steps for configuring an IIS 4.0 Web site running PWP to use Microsoft Site Server 3.0’s Personalization and Membership Service as an Authentication Provider:

1. Open the MMC - Start the Site Server Admin MMC (start/programs/Microsoft Site Server/administration/site server admin MMC) and access the Internet Information Server snap in by clicking on ht “+” sign. Open the machine instance for IIS that you want to configure the PWP web with Membership

2. Map the PWP Web Root to Membership - Map the PWP web root to Membership (right click on the PWP web root and select task\membership server mapping. At the membership server mapping drop down box, select the membership instance that has been previously created in the Personalization and Membership service. In this example, the membership instance is called "Membership Server #2".

3. Select Membership Authentication Properties for the PWP web root - When the mapping is complete (it might take a minute) right click on the PWP web root and select properties. Click on the membership authentication tab. NOTE: if this tab does not exist in properties, this means that you did not correctly map the PWP web root to a working instance of Personalization and Membership. Make sure in the membership authentication properties that "allow anonymous" is checked and "other password authentication" is checked with the "clear/text basic authentication option" checked. Click OK.

4. Configure the  Membership Proxy user account for PWP web root to the Local Machine’s “Users” group - Run usrmgr with the local machine selected as the domain. (start button\run  usrmgr \localmachinename). Click on the local group "users" in the usrmgr. In the users group dialog box click "add".  Select the local machine name from the "list names from" drop down box.  Select the MemProxyUser user account that relates to the instance of  the membership server that is mapped in the Personalization and Membership service to the PWP web root. 

For example, if you have created an additional membership server on a machine that already had the default "Intranet (Windows NT Authentication ) Membership Server" on it, the name for the additional membership server is "Membership Server #2". The MemProxyUser user account for the "Membership Server #2" in the local machine's usrmgr would be MemProxyUser2 and the user account for the "Intranet (Windows NT Authentication ) Membership Server" would be MemProxyUser1. 

In this example you would then add MemProxyUser2 to the local group "users" by double clicking on the MemProxyUser2 .  Click OK, OK.

5. Restart all services – Reboot machine in order to have all of the site server and IIS service come up “cleanly” with the new authentication settings.

6. Test the new PWP authentication settings - now access PWP via a browser.  the search function (search.asp & searchproc.asp) will be available to all users. The rest of the PWP application will be restricted to valid users located in the o="the name of your membership organization",ou=members container.

TroubleShooting

1. When trying to publish using "Publish.asp" you get the following message:

"HTTP Error 401"
"401.2 Unauthorized: Logon Failed due to server configuration"

a) Use your browser to go to http://localhost/scripts/uploadn.asp
b) Select any local file to upload and set "Destination URL" = http://localhost/pwpUpload
c) Click "Upload" to publish this file.  This step should succeed and display information about the files that you published.

d) Now go back to you PWP Home Page (http://localhost/pwp/default.htm) and use the Publish option to test "Publish.asp" again.

Note: It is believed that this occasional startup bug is due to some issue surrounding loading the "cpshost.dll" for the first time.  Once a resolution to this problem has been found this TroubleShooting notice will no longer exist in future revisions of this services.

2.
Installation Problems:

a). When re-installing the PWP solution an error can occur that prevents setup from registering  the DLL’s that are necessary for the PWP service to run (icu*.dll). This is caused by IIS caching the DLL’s after users have invoked the DLL’s by using the PWP service. The recommended fix for this is to stop and start the IIS ADMIN Service and the World Wide Web Publishing Service. This can be done doing either of the following:

1. access the Control Panel – Services (highlight each of the above service and click the stop and start services buttons) 

2. go to the command line and type “net stop iisadmin”  (answer “Y” to stop the World Wide Web Publishing Service).  When the iisadmin service has stopped type “net start iisadmin” to start it. When the iisadmin service has started then type “net start w3svc” top start the World Wide Web Publishing Service.

The error message looks like:



“Component move data had the following errors:



Media name: Data



Component: Program Shared Files



File Group: Program shared

File: ”\your drive”\program files\common files\icu\icu*.dll



Error number -115


Setting Service Configuration Values

The configuration variables for the system settings of the Personal Web Pages (PWP) solution are contained in the constants.inc file. This file is located, along with the rest of the PWP .asp files, in the /pwp root directory. The values associated with the constants defined in this file are very important in setting up the PWP service to behave within the set of parameters that make the most sense for a particular implementation and to customize the PWP service.

Please note that the “Recommended as Modifiable” section in each system variable’s description refers to the allowability of a PWP system administrator to change a system’s configuration value. Some of these variables, and the associated values, are set in this file and changing the values of the variables from the default value could damage the configuration of the PWP system – these types of variables are marked as  “Recommended as Modifiable: No”.
Description of the Service Configuration Values

The following entries are found by selecting the “service constants” shortcut from your menu folder or directly opening “Constants.Inc” in you PWP web folder.

BYTES_INKB 





Default Value – 1024

Description: The BYTES_INKB value is used by the PWP .asp pages to divide numbers of bytes to make the number easier to read. An example of this is rather than show the number “300000” when describing what the max file upload size is on the Publish.Asp page, the page displays “300 Kbytes” to the user. 

Recommended as Modifiable: No

Range of Values: N/A





MAX_UPLOAD_SIZE 

Default Value - 300000  

Description: The MAX_UPLOAD_SIZE value represents the largest amount of data in bytes that a user can upload to the PWP service using the Publish function (publish.asp and the posting acceptor). This value can be thought of as the amount of storage space that is allocated to a user.

If the users upload exceeds the MAX_UPLOAD_SIZE during an upload, then the user is notified that the “Total Upload Size requested was XX Kbytes. This is greater than your configured maximum size of XX Kbytes. Therefore we will NOT process your file upload request at this time.”

Recommended as Modifiable: Yes. It is important to set this value to represent the Maximum Upload Size that a user is allowed. Because the PWP solution currently deletes the existing contents of the user’s folder upon file upload, this can be though of as a storage quota facility

Range of Values: From 1 to Unknown upper limit. The higher this number is, the larger the user uploads can be.

MAX_NUM_UPLOAD_FILE 

Default Value – 10

Description: The MAX_NUM_UPLOAD_FILE value represents the maximum amount of files that a user can upload at one time. When a user is using the publish function to upload files to the PWP service, they are presented with a number of “file” text boxes that are used to grab files from the file system on their local machine to upload to the PWP service. The number of “file” text boxes that are initially presented to the user is dependent on the value in the DEFAULT_NUM_UPLOAD_FILE constant. 

If the user needs to upload more files than allowed by the DEFAULT_NUM_UPLOAD_FILE value, the user can enter a value that represents the amount of files that they need to upload into the “File Number” text box on the Publish.asp page and click the FileNumber button.  Please note that the number entered in the “File Number” text box cannot exceed the value of the MAX_NUM_UPLOAD_FILE. 

Recommended as Modifiable: Yes

Range of Values: 1 - 97

DEFAULT_NUM_UPLOAD_FILE 

Default Value – 5

Description: The DEFAULT_NUM_UPLOAD_FILE value represents the default number of “file” text boxes that are displayed to a user when the user initially accesses the Publish.asp page. When a user is using the publish function to upload files to the PWP service, they are presented with a number of “file” text boxes that are used to grab files from the file system on the machine to upload to the PWP service. The number of “file” text boxes that are initially presented to the user is dependent on the value in the DEFAULT_NUM_UPLOAD_FILE constant. 

Recommended as Modifiable: Yes.

Range of Values: 1 - 97

DNS_HOSTNAME


Default Value -  "" 

Description: The DNS_HOSTNAME is the fully qualified domain name of the host operating the PWP service.  This can be a round robin name entry if installing on multiple host.  It is highly recommended that this value be changed prior to the PWP service going “live” if it has changed from what you set it to during setup.

Recommended as Modifiable: Yes

Range of Values: Any valid DNS name [or NetBIOS for internal tests] 

WEBVDIR_PUBLISH 


Default Value -  ""
 (i.e. default root)

Description: The WEBVDIR_PUBLISH value represents the virtual root (and associated directory) that the publishing function
uses to upload user data to.  The WEBVDIR_PUBLISH area is also used as the hosting and publishing area for content created with the PageWizard function. 

The Value of WEBVDIR_PUBLISH represents the root of the URL that will be the basis of the user’s URLs for the PWP service. When users either create (via the Web Page wizard) a web page or upload to the PWP service, the system derives a hashed value based upon the user’s name and then creates (if it doesn’t already exist) a directory based upon the hashed value. This hashed directory is created under the virtual root’s (i.e. WEBVDIR_PUBLISH ) associated directory.  The system then creates a directory based upon the PWP user’s name in the hashed directory. This directory created with the user’s name is the destination for all of the user’s content.

An example of this is that if a user's user name is “bingo” the PWP solution creates a web page with the following directory and URL structure: 

D:\inetpub\pwpPublish\27\bingo\    

and the URL will be:

http://pwpservice.yourcompany.com/27/bingo

Recommended as Modifiable: This value is modifiable although it is recommended that you accept the default value of null. Null indicate to the system that the default root for the PWP web site will be used. 

Range of Values: N/A

WEBVDIR_SERVICE 


Default Value -  "pwpService"


Description: The WEBVDIR_SERVICE value represents the virtual root (and associated directory) that the pwp service runs from. This area contains the .asp and .htm files that make up the PWP service.

Recommended as Modifiable: This value is modifiable although it is recommended that you accept the default value.

Range of Values: N/A

WEBVDIR_UPLOAD 


Default Value - "pwpUpload"

Description: The WEBVDIR_UPLOAD value represents the virtual root (and associated directory) that the publishing function (cpshost.dll, publish.asp and postprocess.asp) use to stage the initial uploading of files. If the upload passes all of the required criteria necessary to be considers a “successful” upload,
(such as not exceeding the maximum amount of required upload size, not uploading asp files, etc.), the upload is moved from the WEBVDIR_UPLOAD /Username directory to its’ final destination. If the upload does not pass the requirements for a successful upload, then the upload is deleted from the WEBVDIR_UPLOAD directory. This is accomplished by deleting the WEBVDIR_UPLOAD /Username directory.

Recommended as Modifiable: This value is modifiable although it is recommended that you accept the default value.

Range of Values: N/A

NUM_FOLDERS 



Default Value -  100

Description: The NUM_FOLDERS value represents the maximum number of hashed folders that will automatically be created by the PWP service as users post content to the service. For example, if the NUM_Folders value is set to 100, the \pwp directory will have hashed value based directories from 1-100 created (\pwp\1, \pwp\2, 

\pwp\3…., \pwp\29…., \pwp73…., \pwp\100) as users create and post web pages to the PWP service. 

The maximum value that NUM_FOLDERS can contain is 1,000. The more users that are anticipated to use this service, the higher this number should be.

The following are guidelines for setting this number:

Rough guideline is to start the value at 100 and increment by 50 for each additional 50K anticipated users up to a value of 1000. 

1-50K users 

set value to 100

50K-100K users
set value to 150

1M or Greater
users
set value to 1000

Recommended as Modifiable: Yes. 

Range of Values: Minimum Allowable value: 1

  

     Maximum Allowable value: 1000

DSN 





Default Value - "pwp"

Description: The DSN value represents the name of the DSN that will be used by the PWP service to connect to the PWP database. The DSN can point to either a Microsoft Jet based database (i.e. Microsoft Access) or to a Microsoft SQL Server database.

The PWP setup will create a PWP DSN by default. If you need to use a different DSN, you need to alter the DSN value in the constants.inc file.

Recommended as Modifiable: Yes.

Range of Values: Any valid DSN name

DBO_ID 




Default Value -  "dboid"


Description: The DBO_ID value represents the Microsoft SQL Server user ID that has data access permissions to read, delete and change records in the PWP database. The user ID is configured using Microsoft SQL Server’s Enterprise Manager. The objects and .asp code that comprise the PWP system depend on this value (via the DSN connection string) to gain proper access to the database to perform data tasks on behalf of the PWP user.


Note that this value has no use when accessing a Microsoft Jet database and is ignored.

Recommended as Modifiable: Yes.

Range of Values: Any valid DBO user  name

DBO_PWD 




Default Value -  "dboid"


Description: The DBO_PWD value represents the Microsoft SQL Server user ID’s (i.e. DBO_ID ) password. The user ID’s password is configured using Microsoft SQL Server’s Enterprise Manager. The objects and .asp code that comprise the PWP system depend on this value (via the DSN connection string) to gain proper access to the database to perform data tasks on behalf of the PWP user.


Note that this value has no use when accessing a Microsoft Jet database and is ignored.

Recommended as Modifiable: Yes.

Range of Values: Any valid DBO password

DB_NAME 




Default Value -  "pwp"




Description: The DB_NAME value is the name of the actual database that is used by the PWP service to store usage information. The objects and .asp code that comprise the PWP system depend on this value (via the DSN connection string) to gain proper access to the database to perform data tasks on behalf of the PWP user.


This value is used by the PWP service to access  both the  Microsoft Jet  and the Microsoft SQL Server databases.

Recommended as Modifiable: Yes.

Range of Values: Any valid Database name

DB_TABLE 




Default Value -  "publish"




Description: The DB_TABLE value is the name of the actual database table that is used by the PWP service to store usage information. The objects and .asp code that comprise the PWP system depend on this value (via the DSN connection string) to gain proper access to the database (and the associated database table) in order to perform data tasks on behalf of the PWP user.


This value is used by the PWP service to access  both the  Microsoft Jet  and the Microsoft SQL Server databases.

Recommended as Modifiable: Yes.

Range of Values: Any valid Database table name

CONN_TIMEOUT 



Default Value - 15





Description: The CONN_TIMEOUT value sets the amount of time the system will wait (in seconds) before the data source responds to a request for a connection to the ODBC data source. 

This value is used by the PWP service to access  both the  Microsoft Jet  and the Microsoft SQL Server databases.

Recommended as Modifiable: Yes.

Range of Values:
CMD_TIMEOUT 



Default Value - 30





Description: The CMD_TIMEOUT value sets the amount of time the system will wait (in seconds) before the data source responds to a request for data (i.e. a recordset). 

This value is used by the PWP service to access  both the  Microsoft Jet  and the Microsoft SQL Server databases.

Recommended as Modifiable: Yes.

Range of Values:
SRCH_PAGE  



Default Value - 25




Description: The SRCH_PAGE value limits the amount of rows that are returned and displayed to the user when the search function is used. An example  of the usage of this value (set to 25),  is when a user conducts a Personal Web page search on the letter ”E” for a service that had 300 users whose user names begin with “E”. The 300-user record set that is the result of the search will be displayed to the requesting user on pages that have 25 records on each page. This allows a user to scroll through the results of a search by clocking the Page X-X button. 

For a service that has a very large amount of users, it might make sense to increase this value and display more records from the search result to the user to aid in scrolling through the record set.

Recommended as Modifiable: Yes.

Range of Values: 1 to unknown upper limit

ADMIN_EMAILID                       Default Value - "pwpAdmin@mydomain.com"


Description: The ADMIN_EMAILID value represents the e-mail address of the primary technical/administrative contact for the PWP service. When users are sent automatic  e-mail notifications upon posting content or creating web pages, the

ADMIN_EMAILID is set as the “from”  e-mail address, as well as the contact responsible for greeting the users (i.e. “Regards, pwpAdmin@mydomain.com”)

Recommended as Modifiable: Yes.

Range of Values: Any valid E-Mail address

BUSINESS_NAME 


Default Value - "myIsp"



Description: The BUSINESS_NAME is the name of the organization that is hosting the PWP service. It is highly recommended that this value be changed prior to the PWP service going “live”.

Recommended as Modifiable: Yes

Range of Values: Any valid organizational name

BUSINESS_DOMAIN 

Default Value -  "mydomain.com"

Description: The BUSINESS_DOMAIN value is the domain name of the organization that is hosting the PWP service. It is highly recommended that this value be changed prior to the PWP service going “live”.

Recommended as Modifiable: Yes

Range of Values: Any valid domain

DELETE_ON_UPLOAD

Default Value - "Y"


Description: The DELETE_ON_UPLOAD value indicates whether the PWP system will or will not delete the content that a user has previously uploaded. The default setting of “Y” indicates that the Publish function of the PWP service will delete the user’s existing content (by deleting the directory that contains the user’s content) upon the successful uploading of files.  If the DELETE_ON_UPLOAD value is set to “N”, then the PWP system will leave user's previously uploaded files in their directory upon a new upload. Note that if a file is being uploaded and there is an existing file in the user's directory with the same name as the uploaded file, then the existing file will be over written with the new uploaded file.

Recommended as Modifiable: Yes.

Range of Values: “Y” or “N” 

Modifying the e-mail auto notification files

The PWP service utilizes the capability of IIS 4.0, and the built in SMTP service, to send auto notification of certain events to users. The following events will trigger a notification to a user:

· The creation of a web page using the Page builder Wizard (emailNewUserP.inc).

· The uploading of content via the publish function (emailNewUser.inc).

· A PWP user utilizes the self-administrative function to have the PWP service e-mail the user’s Web Page files to the user (emailUserm.inc).

· A PWP administrator utilizes the administrative function to have the PWP service e-mail the user’s Web Page files to the user.  (emailAdmin.inc)

There are four files that are used as the basis of the content for the PWP E-mail service.  It is necessary to modify the contents of each of the E-mail include files (each *.inc file is named above with its respected event) in order to create custom messages that are unique for an implementation of the PWP service. 

The E-mail include files contain the contents of the message, formatting constants, informational constants and variables that are placeholders for dynamic data that is filled as the PWP system executes. See the example of the contents of the emailNewUser.inc file below. Please note that it is recommended that person who does the modification of the e-mail include files have a basic understanding of the Visual Basic Script (VB Script) language.

The following table breaks down the pieces used in constructing the example below:

· VbCrLf – this is a constant that refers to a carriage return and line feed. Carriage return and line feed represents a new line as defined in the VB Script language. The VB script interpreter interprets this value as a new line when the PWP application is run.

· Dim sEmailStr – the definition of a variable called sEmailStr.

· sEmailStr -  This variable contains the entire string that comprises the e-mail message that is sent to the user. The string contains the message body, formatting data and dynamic data. The different text strings in the e-mail include files are “strung” together by VB Script’s concatenate character “&”. The “_” character is the continuation character and serves to “string” one line to another.

· BUSINESS_NAME – this constant represents the name of your implementation of the PWP service and is defined in the constants.inc file.

· DNS_HOSTNAME - this constant represents the fully qualified domain name of  your implementation of the PWP service and is defined in the constants.inc file.

· WEBVDIR_SERVICE - this constant represents the virtual web root that is used to publish user’s personal web pages for your implementation of the PWP service and is defined in the constants.inc file.

· ADMIN_EMAILID - this constant represents the e-mail address of the main point of contact for your implementation of the PWP service and is defined in the constants.inc file.

Example e-mail notification file - emailNewUser.inc 

<%

dim sEmailStr

sEmailStr = "Welcome, " & sRemoteUser &  " to " & BUSINESS_NAME  & "'s" &_" Personal Home Page Program!" & vbCrLf & vbCrLf &_

" Please write down or save the following information for future use." & vbCrLf & vbCrLf &_

" Happy ISP's Personal Web Pages services can be found at http://" & DNS_HOSTNAME & "/" & WEBVDIR_SERVICE & vbCrLf & vbCrLf &_

" Your Personal Web Pages can be found at  " & sPublishUrl & vbCrLf  & vbCrLf & vbCrLf &_

" Have Fun and enjoy the service! " & vbCrLf & vbCrLf &_

" Regards, " & vbCrLf & vbCrLf & ADMIN_EMAILID 

%>

Using DNS Round Robin to Scale the PWP Solution.

A DNS Round Robin  technique can be used to create a PWP service that could scale into the millions of users. This technique would use a Microsoft Windows NT Server configured  with a large RAID Array (up to 100 Terra Bytes) as the Personal Web Pages (or file upload) repository.  This “repository” server would then be front ended by 1*N number of servers running the Microsoft PWP software. Each of  the “front end” servers would have the PWP and PWPUPLOAD virtual roots mapped to the same  UNC shares (\\machineA\pwp and \\machineA\pwpupload) on the repository machine.  A DNS server would then be configured to do a round robin among the  1*N  front-end servers (see figure 1 - PWP DNS Round Robin Configuration.)

Steps to configure a PWP DNS Round Robin Configuration ;

1. Install Microsoft NT Server and create the shares  \\machineA\pwp  and \\machineA\pwpupload on the “repository” server.

2. Install Microsoft NT Server, the Microsoft NT Option Pack with the posting acceptor and the SMTP service and the Microsoft PWP software on all of the “front end” machines.

3. Run the Internet Service Manager on one of the front-end machines. With the mouse highlight the PWP vroot, right click and then select properties. Select the virtual directory tab and click the “A share located on another Server” radio button. Enter the UNC name of the share that you want to connect to (in this example it is file share  \\machineA\pwp). Enter the valid user name and password that will give the IIS service on the front-end machine access to the share on the repository machine.  Repeat this process for the /pwpupload virtual root and map the virtual root to the \\machineA\pwpupload share.

4. Repeat Step 3 for all of the front-end machines that are part of the PWP round robin.


 Figure 1 . PWP DNS Round Robin Configuration.

.�.�.�.�.�..�.�.�.








�





..........











readMe.doc
09/02/98
2

