
[image: image1.wmf]PROBLEM: Unauthorized hosts are using my Exchange 5.0 Server to Relay SPAM to the internet.

SOLUTION: (outlined below)

The Internet

EXCHANGE INBOUND IMS

IP: 1.1.1.2

EXCHANGE OUTBOUND IMS

IP: 1.2.2.3

[XIN]

[XOUT]

EXCHANGE

EXCHANGE

INBOUND INTERNET

OUTBOUND INTERNET

[XIN]

 

This server is set up to accept inbound mail, and only filter in e-mail address to COMANY.COM

[XOUT] 

This server can be a server within an exchange site, or a relay for another internal SMTP host.

1) The MX record for "COMPANY.COM" should point to 

XIN

. (1.1.1.2)

2) Open up the properties for the IMS on server 

XIN

.

3) On the Routing Tab for server 

XIN

.

a) Specify to Reroute incoming SMTP Mail.

b) Add a single domain of "bogus.com" to <route inbound>.

4) On the Connections Tab for server 

XIN

.

a) Specify the Transfer Mode as Inbound & Outbound.

b) Specify to forward all messages to host, and enter the ip address of a 

valid

machine

 on the network, that 

will not accept

 an SMTP connection. (2.2.2.2) (a non-smtp host)

c) Click the "Specify by  email domains" button.

d) Add a domain of "COMPANY.COM" and forward to the IP address of 

XOUT

 (1.2.2.3)

   (Repeat for all other inbound domains)

5) Stop and Restart the Internet Mail Service on 

XIN

.

COMPANY.COM

Non SMTP Host

IP: 2.2.2.2

1) Open up the properties for the IMS on server 

XOUT

.

2) On the Routing Tab for server 

XOUT

.

a) Specify to Reroute incoming SMTP Mail.

b) Add the inbound domain of "COMPANY.COM" to <route inbound>. (Repear for all other inbound domains)

3

) On the Connections Tab for server 

X

OUT

.

a) Specify the Transfer Mode as Inbound & Outbound.

b) Specify to use DNS (or forward to your outbound firewall).

5) Stop and Restart the Internet Mail Service on 

X

OUT

.

TO INTERNAL

(optional)

 PACKET FILTER

Unauthorized relayed mail  to other

domains will be queue'd, but never

delivered. This allows the admin to

review attempted relay violations.

UNWANTED E-MAIL
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[XIN] This server is set up to accept inbound mail, and only filter in e-mail address to COMANY.COM�

[XOUT] This server can be a server within an exchange site, or a relay for another internal SMTP host.�

1) The MX record for "COMPANY.COM" should point to XIN. (1.1.1.2)
2) Open up the properties for the IMS on server XIN.
3) On the Routing Tab for server XIN. 
	a) Specify to Reroute incoming SMTP Mail.
	b) Add a single domain of "bogus.com" to <route inbound>.
4) On the Connections Tab for server XIN.
	a) Specify the Transfer Mode as Inbound & Outbound.
	b) Specify to forward all messages to host, and enter the ip address of a valid
	 	machine on the network, that will not accept an SMTP connection. (2.2.2.2) (a non-smtp host)  
	c) Click the "Specify by  email domains" button.
	d) Add a domain of "COMPANY.COM" and forward to the IP address of XOUT (1.2.2.3)
	   (Repeat for all other inbound domains)
5) Stop and Restart the Internet Mail Service on XIN.�

COMPANY.COM�

Non SMTP Host
IP: 2.2.2.2�

1) Open up the properties for the IMS on server XOUT.
2) On the Routing Tab for server XOUT. 
	a) Specify to Reroute incoming SMTP Mail.
	b) Add the inbound domain of "COMPANY.COM" to <route inbound>. (Repear for all other inbound domains)
3) On the Connections Tab for server XOUT.
	a) Specify the Transfer Mode as Inbound & Outbound.
	b) Specify to use DNS (or forward to your outbound firewall).
5) Stop and Restart the Internet Mail Service on XOUT.�

TO INTERNAL�

(optional)
 PACKET FILTER�

Unauthorized relayed mail  to other domains will be queue'd, but never delivered. This allows the admin to review attempted relay violations. �
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