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For our customers:

Overview:
The "W97m_Melissa" Word Virus is a VBA Word macro that exploits the macro capabilities of Microsoft Word.  Upon execution the attached document in the email message the macro's behavior is to query the default address book of the client and generate a list of addresses.  The macro then forwards an email message with the same attached document to the list of addresses. When a recipient opens the new attachment the above behavior is manifested again.  The effect on you mail system is exponential forwarding of the same message.  Educated users usually wary of viruses, open and execute because it's from a friend.

Removal of current messages in the store:

Microsoft has written the attached utility to scan each individual user's mail box on the information store to find all messages with the subject:  Important message from .... and moves them to PST files with the users alias, there will be a PST created for each user (with or without the message).  Administrators can then search or delete that PST.  This utility needs to be run regularly to prevent new messages from being downloaded by users to their local PSTs.  Using Windows Scheduler customers can run this utility automatically through out the day.

The utility must be run against every server in the enterprise.  It can be run in multiple instances to speed processing, selecting blocks of users has been scripted for ease.

This is a modified version of the EXMERGE utility.

Please read the EXMEGRE doc and requirements included.

Also available at: FTP.Microsoft.com/transfer/outgoing/bussys/mail

We highly recommend using a 3rd party virus scan to detect this virus.

Other steps for Protection while Microsoft addresses this issue are:

Ask your users not to open anything with the subject line VERY IMPORTANT MESSAGE FROM.

If your enterprise has not seen it yet and want to avoid it, shut down the IMC and any other foreign connectors

If your enterprise has seen the virus and they want to contain it within their companies, shut down the MTA's

Special thanks and recognition to Kalib, Rdonato, Bchau, Danich and Mhefner
Steps for cleaning out the MTA

If you follow step 8 (except use the attached SPAM.BAT) in the cleanup doc you can pull any DB*.DAT files from the MTADATA directory that contain "Important Message From" which is the consistent part of the subject line of the current spam message flooding all these systems.

Steps for cleaning the users Word Environemnt: 

Attached is a document, which will clean the infected workstation. However, if the customer has VBA code within his/her Normal.dot, they will want to restore “Normal.dot” from backup because the virus deletes all other code within one of the modules (in Normal.dot). This document (VirusClean.doc) combined with the exchange solution, should help customers. 
