NTBACKUP and Security:


The NTBACKUP and backup APIs will allow the user, who has backup privilege to backup, read and write all the file information on NTFS file system. It will allow this operation for the operators who have backup privilege, on the files that belong to other users. It will not allow this operation for the users who do not have backup privilege.


The administrators, backup operators and server administrators have backup privilege.


Coverage


The following different aspects of WINDOWS-NT system is covered


The APIs BackupRead, BackupWrite and CreateFile( BACKUP_SEMANTICS flag)


The security restrictions on NTBACKUP.


Test Description


Overview


The following different aspects of the backup and security is tested.


The CreateFile API allows an user with backup priviliges, to open a file with the attribute flag fdwAttrsAndFlag set to FILE_FLAG_BACKUP_SEMANTICS. With this file handle the NTBACKUP can backup and restore all the streams in the file, invoking the API BackupRead and BackupWrite. If the user does not have backup privilege the file cannot be opened for backup operation.


The NTBACKUP should be able to backup files that belong to other users if and only if he or she has backup privilege.The test will create files with NO_ACCESS to server and  backup operators and administrators, but with access to the other users of the system. Then it will attempt to backup as a administrator, backup operator and server operator. The NTBACKUP should be able to backup these files with security information without any problems. The test should fail if he or she is not a operator without any backup priviliges.


If the user is not a backup operator then the NTBACKUP must fail to backup or restore files it cannot access.


The access to a tape can be restricted to the user or administrator. This access restriction will be tested.


Outline


Create files and directories with different security information. Log on as a administrator/backup/server operator, backup and restore  them using NTBACKUP. Make sure that all of the file information can be restored. 


Also attempt to backup files as a user without backup privilege, and ensure that security is properly enforced.


Completeness and Sufficiency


The test creates files and directories for each valid security attribute. It backs each of them and restores them. It backs the data invoking the API BackupRead and restores them with the API BackupWrite. For verification it prepares a checksum for data, EAs, alternate data and security stream for every  file and directory. This checksum is prepared for before the backup and after the restore. The checksums are tallied to make sure that all the information that was backed up , is restored.


Special Considerations


For some variations the user must a user with backup privileges. For others he should not have backup privileges.


Variations�


Setup Performed by Test for Variations 1 Through 3


Make sure the  appropriate tape driver is loaded and tape drive is functional.


Step1


Logon as an users who is not a backup operator and create files with following security attribute for everyone


FileName�
Security �
�
foo.1�
NO_ACCESS�
�
Foo.2�
LIST�
�
FOO.3�
READ�
�
FOO.4�
ADD�
�
FOO.5�
ADD & READ�
�
FOO.6�
CHANGE�
�
FOO.7�
Full Control�
�
FOO.8�
Special file  ACCESS�
�
Step 2


Create directories with different security privileges. [The security privilege considered is the same as the one list in step 1. Directories have special directory ACCESS. This security attribute is considered for directory.]


In each of the directories create the files listed in step 1. Also create  sub-directories, containing normal files,  with different security privilege.





Variation 1: Valid backup and restore operation


This variation ensures that all kinds of security information can be backed up and restored when the user as the privilege.


Procedure


Step 1:


Logon as  a backup operator and  backup and restore  all the directories using NTBACKUP.


Expected Results


All of the file information must be restored.


Verification


Use the tool CONTEST.EXE to prepare a check sum of the source and destination directory . [CONTEST prepares a checksum for each stream in a file.] Compare  the checksum for each file and makesure  that they compare without any differences.


Invoke WINFILE for a manual verification of the security information.


Variation 2: Backup operation without backup privileges


This variation ensures that an user without backup privileges fails to backup files for which he has no priviliges.


Procedure


Step 1:


Logon as  an user without backup priviliges and perform  a backup operation on all the files.


Expected Results


All of the file for which he has no privilege should not be backed up.


Verification


The NTBACKUP should complain that it has insufficient permission to backup some of the files.


Variation 3: Restore operation without backup privileges


This variation ensures that an user without backup privileges, fails to restore the files for which he has no priviliges.


Procedure


Step 1:


Logon as  an user with backup priviliges and backup all the files.


Now logon  as an user without backup priviliges and attempt to restore the file for which he has no privilege.


Expected Results


The user must be denied permission to restore the file.


Verification


The NTBACKUP should complain that the user does not have sufficient privilige to restore the files.


Variation 4: Restoring/ cataloging  from tapes without proper access.


This variation ensures that an user who does not have access to the tapes fails to restore  the data from the tape.


Procedure


Step1


Logon as an user ( say John ) and backup data on to the tape with an option to restrict the access to the  ADMINISTRATOR or the current user . 


Step 2


Now logon as an user who is not an ADMINISTRATOR or the owner of the tape and attempt to restore/catalog from the tape.


Expected Results


The user must be denied permission to restore from the tape.


Verification


The NTBACKUP should complain that the user does not have sufficient privilige to restore the files.


Setup and Run Instructions


Build Instructions


The verification tool CONTEST.EXE is build under RAZZLE. The sources for this tool is available in \\BRILLIG\ rats\testsrc\kernel\utilitis.32\ntbackup


Setup Requirements


For some variations(1) the test user must be a backup operator.


Execution Instructions


Propagate the files from the NTBACKUP directory using invoking PROPGATE w32nt\[i386|MIPS|ALPHA],


Do the tests as described and invoke CONTEST before and after the backup operation.


Evaluation


The CONTEST utility will generate a data file. The output of the data file must be same for the directory that was backed up and restored.
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